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End-Semester Assgs—s:nuent — April/May- 2025

Program : B. S¢ (Cyber Security) Semester: IV
Maximum Marks: 60 marks Time: 2.5 hrs.
Course Name: Cyber Law & Security Policies Course Code: UBS213A/MAJE

Course Learning Outcomes (CLOs):
1. Define cyber security, cyber law, and their roles.
2. Demonstrate cybersecurity, cybercrime, and forensics.
3. Infer legal issues in cybercrime,
4. Demonstrate tools and methods used in cybercrime and security.
5. Illustrate evidence collection and legal challenges.

Instructions:
- All questions are compulsory.
- Figures to be right indicate full marks. etc.

Question cLo BTL Marks

Q.1) Solve any 2 (Each question carries 5 marks)

a) Define cybercrime and discuss its origins. How has the evolution of
technology influenced the growth of cybercrime?

| b) Explain the key provisions of the Indian ITA 2000 related to cybercrime.
Highlight its significance in safeguarding against cyber offenses. ,
¢) Classify cybercrimes and provide examples/for each category. Why is \
understanding these classifications important for information security”

,_IQJ} Solve any 2(Each question carries 5 marks)
a) Discuss the security challenges posed by mobile devices in the context of
increasing trends in mobility. What measures can be taken to mitigate these

CLO1 I 1 (10 marks)

risks?
b) Explain credit card frauds in the mobile and wireless computing era. CLO2 | 2 (10 marks)

What are the implications of these frauds on individual and organizational
security? :

¢) Describe attacks on mobile and cell phones. What role does

| authentication service security play in preventing such attacks?

’r— Q.3) Solve any 2 (Each question Carries 5 marks)

| a) Briefly explain the concept of "social engineering” in the context of

l cybercrime. Discuss at least three different techniques used by

| cybercriminals in social engineering attacks.

| b) Describe different types of malwares (viruses, worms, Trojan horses) : :
cgmmonly used in cybercrimes. Explain how they differ in their CLO3 |3 (10 marks)
propagation and impact on Systems.

¢) Discuss the role of proxy servers and anonymizers in
cybercrime. Explain how they are used to hide the identity and location of

attackers and why they are used.

Q.4) Solve any 2 (Each question carries 5 marks)
a) What is Computer Forensics, and why is it important in modem society?
b) Explain the concept of Chain of Custody in Computer Forensics. Why is | CLO4 | 4 | (10 marks) |
maintaining a proper Chain of Custody crucial for the admissibility of ' (10 marks) |

evidence in a legal proceeding?
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¢) What are common challenges faced by computer forensics professionals,
and what are tools and techniques they use to overcome these challenges?
Q.5) a) Why is an Information Security Policy essential for an
organization? Discuss its purpose, benefits, and the challenges faced during
its implementation.

b) Elaborate on the objectives and scope of the Information Technology
Act, 2000. How has this Act contributed to legalizing and regulating
electronic transactions in India?

OR
c) Explam the d:fferent types-of mformanon se;ur;ty policies (such as
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SCHOOL OF COMPUTER APPLICATIONS
End-Semester Assessment — April/May- 2025

Program : BCA Semester: IV
Maximum Marks: 30 marks Time: 1.5 hrs.
Course Name: Search Engine Optimization Course Code: UBC/UBS216A

Course Learning Outcomes (CLOs):
I. Identify the various types of SEO’s.
2. Explain the types of tags associated with optimization of technical SEO.
3. Apply knowledge of SEO for competitive analysis on a webpage.
4. Analyze the data to see¢ which content gets the most shares.
Create a report of findings and recommendations for SEO.

Instructions:
- All questions are compulsory.
- Figures to be right indicate full marks. etc.

L R

Question | CLO BTL Marks
Q.1) Solve any 1 (Each Question Carries 5 ﬁirﬁf )
a) List five key Google algorithm updates and their focus cLo1 2 (5 marks)
areas. 4 '
b) Differentiate between on-page and off-page SEQ with
| examples.
Q.2) Solve any 1 (Each Question Carries 5 Marks) .
a) Name four types of meta tags used in SEO. o Jl B (SThacks
b) Describe how canonicalization prevents duplicate [ 2 fmaces)
content issues. '
>
| Q.3) Solve any 1 (Each Question Carries 5 Marks)
a) Differentiate between short-tail and long-tail keywords 4
with examples. cLo3 (S marks)
i: b) Explain why keyword research is crucial for SEO and 2
| content marketing.
Q.4) Solve any 1 (Each Question Carries 5 Marks) ,
| a) What are key elements of SEO-Friendly content i I 2
structure. CLo4 5 (5 marks)
b) What is content research and how does it contribute to \
effective SEO? I
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"Q.5) Solve any 1 (Each Question Carries 10 Marks) .‘._"' = _ o ——

a) A local home maintenance service
significant challenges with their website's p

» Low Visibility for Commercial lntent Qui
websute wasn' 't ranking well fmr keywo

On-Page SEO Issues: "

SEO problems, including poorly o
and technical issues that hindere
crawlmg and indexing. '

Create a detalled On-Page
website performance.

b) A .di.g'ijtal mmketing- blog had a
focusing on as
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End-Semester Assessment — April

Program : B.Sc. Computer Science (Cyber Security)
Maximum Marks: 60 marks

: UBS211
Course Name: Mobile Security Course Code: uB

Course Learning Outcomes (CLOs):

1. Identify the requirement of security and various issues at wireless and mobile networks.
2. Explain the threats in the wireless environment including devices, networks, and servers.
3. Assess the security requirement for mobile adhoc environment

4. Recognize the attacks in various environment and Report consequences of them

5. Select an appropriate solution for security measures and countermeasures.

Instructions:
- All questions are compulsory.
- Figures to be right indicate full marks. etc.

Question CLO BTL Marks

Q.1) Solve any 2 (Each Question Carries 5 Marks) _
&) Define mobile security. |WHy | ¢ist it, ( becoming/
increasingly important in the modern digital world? '
b) Explain aéi’ig fnu]f‘ major threats to mubiI: security, a1 BEEER RO marts)
A) Explain any four key components of mobile device
security.
Q.2) Solve any 2 (Each Question Carries 5 Marks)
a) Compare and contrast security concerns in wired and
wireless networks.
b) What are the major types of threats to wireless network | CLO2 BTL4 | (10 marks)
security? Explain with examples.
How can organizations ensure sceure communication
over wireless networks?
Q.3) Solve any 2 (Each Question Carries 5 Marks)
What is Application-Level Security 1  Wireless
Networks?
Discuss the major security issues and attacks specific to | CLO3 BTL2
cellular networks.
¢) Compare different generations of cellular networks (1G
to 5G)
Q.4) Solve any 2(Each Question Carries 5 Marks)
A0 What is a Mobile Ad hoc Network (MANET)? Explain
its basic structure and working.
AT Describe any four types of security attacks that are CHod BR2 |08 oarig]
common in MANETS,

(10 marks)
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¢) Explain any two security mechanisms or protocols used
to defend MANETs against attacks.
Q.5) Solve any 2 (Each Question Carries 10 Marks) :
‘@) What is a Wireless Sensor Network (WSN)? Discuss the |
different types of attacks that can affect WSNs. -2 L
/h) Identify and exp[am any three important prevention |
techniques. employed in Wireless Sensor Networks cws 2 .,

( SNS)
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SCHOOL OF COMPUTER APPLICATIONS

End-Semester Assessment — April/May- 2025
Program: BSc¢(Cyber Security) i Semester: [V

Maximum Marks: 60 marks Time: 2.5 hrs.

Course Name: Operating Systems-Linux Course Code: UBS209/MAJM

Course Learning Outcomes (CLOs):

To Deﬁm_e various Linux commands that are used to manipulate system operations.
To Explain Shell Programming using Linux commands.

To Execute the application to manipulate the internal kernel level Linux File System.
To Categorize various processes for synchronization.

To Ability to develop applications to make efficient use of resources.
Instructions:

- All questions are compulsory.
- Figures to be right indicate full marks. etc.

AT O D

Guestion CLO BTL ! Marks
Q.1) Solve any 2(Each question carries 5 marks) |

a) Explain the use of echo, man, mkdir, Is and cat Commands with 2 ‘
suitable example.

b) Describe the Architecture of Linux. cLo1 | 2 (10 marks)
¢) Describe the functionality of the following ps, top, cp with suitable 2 X
‘ example.
Q.2) Solve any 2(Each question carries 5 marks)

a) Explain how pipes are used for inter-process communication in Linux
with a suitable example.

b) Describe how the tee Command integrates with other commandsina | CLO2 (10 marks)
Linux pipeline. Provide a practical example.

¢) What is the role of filters in Linux, and how do they process data
streams?
Q.3) Solve any 2(Each question Carries 5 marks)
a) Illustrate the different file types in UNIX? Give a suitable example.
b) Analyze the significance of inodes in maintaining file permissions.
¢) Compare GREP and SED Command with suitable example.

3
CLO3 | 4 | (10 marks)
4

Q.4) Solve any 2 (Each question carries 5 marks)

a) Investigate the use of the kill function in inter-process communication
with a suitable example.

b) Compare zombie and orphan processes.

¢) Examine the role of inter-process communication in scheduling
decisions.

e

o]
CLO4| 4 | (10 marks)




Q.5) Solve any 2 (Each question carries 10 marks)

a) Evaluate the use of pipes for data transfer in pr‘ndﬁeer-
applications with a suitable example.
b) Compare the role of vfork() and fork() in memory manageme

suitable example.

OR

problem with a suitable example.

d) Examine the use of FIFO in Inter Process Communi

example.

e o gt
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All questions are compulsory.
Draw well labelled diagrams wherever necessary

- SCHOOL OF COMPUTER APPLICATIONS
End Semester Assessment — Apr/May 2025 R )
Program : SYBSc Cyber Security [Batch : | 2024 | Semester: [IV
Course Code & Name: | INTRODUCTIONTOGITHUB.  LETAD Jo%
Maximum Marks : 30 ):Lﬁme: 1.30 Hrs
Course Outcomes (CO):
1. Understand the fundamentals of version control systems (VCS), including Git and its role as a
distributed VCS.
2. Demonstrate proficiency in installing and setting up Git across various platforms and using IDE
plugins.
3. Effectively work with remote repositories, including fetching, pulling, and managing upstream and
downstream workflows.
4. Analyze and apply branching and merging techniques in Git for effective collaboration.
5. Implement Git workflows in real-world projects, emphasizing open-source project collaboration.
Instructions : (Make necessary changes)

|
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QUESTIONS CO | BTL | Marks
Q 1) Solve all questions. Max Marks: 05
& Stat{? any two differences between centralized and distributed col 1 0
version control systems.
i Explain how a version control system helps in managing project col 5 03
files
Q 2) Solve all questions. Max Marks: 05
5 What is Git branching? And List and Explain the types of branches co2 3 0
in Git. i
Identify and analyze the causes of merge conflicts when working
b. | with branches. cO2 4 03
What strategies can be used to prevent or resolve them?
Q 3) Solve all questions. Max Marks: 05 J
a. | Design strategy to Create a Branch in Git CcO3 2 02 4\
Analyze how does Git help with parallel development? CcO3 4 03 l
b. OR 1
Explain Detail steps to install git on Windows as well as in linux Cco3 \ 5 \ 03
Q 4) Solve all questions. Max Marks: 05
a. | What is Git, and why is it widely used in software development? Cco4 1 2|
b. | What is the main purpose of using Git in software development? CcO4 3 03

OR




- écti{reness of using multiple feature branches
development. What are its advantages and
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